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Information Security Lead Auditor
system Administrator
Web Designer & Programmer

Mahyar@TajDini.net
(+38)073-064-7388
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LANGUAGES

Farsi - English - Arabic -

Proficiency

. Native

. Full Professional
. Professional
B Limited

Elementary

About Me:
» My favorite sports: Swimming, Basketball & Chess
e Creativity and Responsibility are the most important aspect of my personality )
= | have a soft heart L’Qu
e | feel others' emotions
e | make people feel at ease
= | don’t get upset easily but | am sensitive
M Honest, Cleaver, Flexible, Focused, Friendly, Quiet, Relaxed and trustworthy OO
Secretive and sometimes unpredictable tj


mailto:Mahyar@TajDini.net

Academic Education

City International University CA
Bachelor’s Degree, Computer Network Engineering (2005 — 2009)

- http://city.university-edu.us >>> Online Verification >>> ID: 472-23-0306

Certifications
Microsoft Certified Professional Microsoft Microsoft Vicrosoft® Certified IT Professional
Microsoft, License C405-4390 CERTIFIED Microsoft, License C405-4420
March 2007 — Present IT Professional June 2011 — Present
Microsoft Certified Systems Administrator Microesoft Microsoft® Certified Solutions Associate
Microsoft, License C405-4396 CERTIFIED Microsoft, License D716-1427
January 2008 — Present Systems Administrator April 2012 — Present
Microsoft Certified Systems Engineer “ Cisco Certified Network Associate
¢

Microsoft, License C405-4397
January 2008 — Present

MCSE

oerrizo Cisco, License CSCO11540961
CCNA ’
May 2011 — Present

ROUTING &

SWITCHING _

Information Security Management System
Lead Auditor (ISMS) Based on ISO/IEC TUV
International

License IR/QM3426564

June 2015 — Present

Microsoft® Certified Technology Specialist  Microsoft

Microsoft, License C405-4417, C405-4418, w
Technology

C405-4419 Specialist

June 2011 — Present

Honors & Awards

Best Trainer of Dana Training Complex (2009)

Best Hormozgan ICT Trainer: Director of Vocational province (2012)

3rd Best Iran Technical & Vocational Training Organization (2011)

Top Trainer of Dana Training Complex (2012)

Top Rank competitor in Iran Skills Olympiad (2007)

Best Trainer Hormozgan Technical & Vocational Training Organization (2015)
Best Hormozgan Worker (2015)

Top 10 Selected Project - Khwarizmi International Award (2010)

Top 10 Selected Project — Khwarizmi young International Award (2004)



http://city.university-edu.us/

Skills

NETWORK SKILL SET

Hardware
Routers: Cisco 3800, 2800, 1800, 800 Series, Netgear , Juniper, MikroTik
Switches: Cisco 6500, 4500, 3750, 3560, 3550, 2900 Series, HP, Netgear
Security: ASA 5500 Series, PIX5XX Firewall Series, IPS4200 Series, Cisco Secure ACS, VPN
Concentrator, Cisco NAC, Cisco CSC
Wireless: WLAN Controller 4400 Series, LWAPP/CAPWAP Access Points, Cisco WLSE, Cisco
Wireless Control System WCS, Cisco 802.11n (1250 and 1140 APs), MikroTik q
o ¥

Software Ll e

Solarwinds Orion, Ethereal, Wireshark, Observer, Ixia Chariot, WhatsUpGold, CiscoWorks, Cisco /\//v/\}l
Security Manager Cisco Secure Desktop, Cisco ACS, Cisco SDM, Cisco ASDM, OPManager é’

Q-

Routing

Static Routing, RIPv1, RIPv2, EIGRP, OSPF, BGPv4, IS-IS, ODR, GRE, MPLS, IPv6, Traffic
Engineering, Policy Based Routing PBR, NAT, HSRP, VRRP, GLBP, DHCP, NTP, SNMP, IP SLA,
AAA (RADIUS/TACACS+), QoS, Route Filtering, Redistribution, Multicasting, Summarization

% °
/
Switching

STP, RSTP, MSTP, VTP, DTP, VLANS, Trunking, Layer 3 capabilities, Ether channels

@ .
Security

Site- to-site VPNs, Remote Access VPNs/VPN Client, IPsec, SSL VPN, NAT, AAA

(RADIUS/TACACS+), Access Control Lists, Traffic Filtering, Failover, Transparent ¢
Firewall, Security Contexts, 10S Security Features, Cisco Secure ACS, Cisco CSA, :.
DMZs, CBAC, IDS, IPS, DoS Prevention, Cisco NAC, Cisco CSC, Cisco MARS, Cisco e

CSM, 802.1X

Penetration Test Skills

| have Familiarity with Open Source Security Testing Methodology
Manual (OSSTMM), Open Web Application Security Project (OWASP)
and National Institute of Standards and Technology (NIST) Special
Publications & also | have Experience using Rapid7 Nexpose and
Metasploit, and commercial web application testing tools such as Burp
Suite Pro, SAINT, Netsparker, Acunetix, Canvas, ...

& good Experience on leading or participating on Red Team
engagements and | have efficient Knowledge of applied cryptographic
protocols, ability to Handle flows from “black box” to “grey box” to

“white box” testing
Microsoft Windows Skills

Windows 9x-2012R2
Ability to Installing , configuring and implementing Active

13

w
Forefront 2010 directory (Directory Service , Right management, certificate
Service), File service(New Solution) , NPS, NAP, RRAS, Load
balancing ,Fail over Clustering, IIS, ... server core and GUI,

Hyper-\) Séwe, bkl Upgrading windows 2003 to 2008 or 2012, Forefront TMG &
UAG, Microsoft SQL Server Administration, Lync Server

Windows Server 2012 g Exchange Server 2013

Windows 8




Linux Skills

‘ | il s | =l
| I WE==211 [l ||
Distro : Debian & CentOS L - m : I =/
Install, configure, update and troubleshoot services such as OS level concerns, ‘ A TN
web server, database server, applications server; includes Apache, MySQL, PHP, ‘

FTP, SSH, DNS, and DHCP, Email Servers, Firewall, ... ’ l .>

Other Technical Expertise

Automation: PowerShell, SmartThings, System Center
Orchestrator

Designer: Corel Photo Impact, Camtasia Studio,
Mobile Platforms (Android, iPhone/iPad, Windows
Phone)

Developer: Automation Solution Connectors, C/++,
Command Line Scripting, HTML, Java, JavaScript, PHP,
VB/VB.net, Perl, Python, CSS, C#, MS-SQL, MySQL,
PostgreSQL,

Microsoft Encoder, Excel, FrontPage, OneNote,
Outlook, PowerPoint, Product Studio, Visio, Windows
Media Center, Word

System Center: Configuration Manager, Data

Protection Manager, Operations Manager, Orchestrator, Service Manager, Virtual Machine Manager,

Windows Server: Automation, Deployment, Disaster Recovery, Failover Clustering, File Server, High-Availability, Hyper-V,
Network Load Balancing, Patching, PowerShell, Server Manager, Storage Replication, System Center, Task Scheduler,
Virtualization

Experience

v Young Consulting Director of Vocational province

my

v"Iran National World Skills Olympiad Team Trainer - computer Networking
v Iran Technical & Vocational Training Organization : Trainer

|
|

Teaching Network Courses: Network plus, MCITP Enterprise, CCNA, CCNP, CCNP Security, EXPERIENCE
CEH,...
Network & Security Trainer

S —

Iran National Petro Gas Co.: Network and Security Consultant & System Administrator

Rajaei Port: Network and Security Consultant & System Administrator, Port Passive networking
Bahonar Port: Network and Security Consultant & System Administrator, Virtualization
Bushehr Port: Virtualization VMware HA (High Availability) and DRS

Satrap Net LTD: CEO

Member of Iran AFTA (Council of Cyberspace Information Security)

Member of Iran APA institute (information Security Research LAB & institute)

Trainer of Iran FATA Police (ICT Police)

Member of Committee Hormozgan CERT (Computer Emergency

AN NI NI NN N Y NN

Response Team)
Author of ICT Training Standards for Iran Technical & Vocational

<

Training Organization
v' Web site & Web application Development
v Robotic Trainer: First province in the third Robotics Institute in Iran
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